[Hamarku. UHpopManus 0 MepoOnpUATHAX, IPOEKTAX U
IporpamMmax, KOTOpbie HAMPaBJIEHbI HA MOBbILICHUE
UH(OPMALMOHHOU IPAMOTHOCTH YYCHUKOB

NHOOPMALMOHHASA ITAMATKA

C xaXx/1bIM I'OZIOM MOJIOZIEXH B HHTEPHETE CTAHOBUTCS OOJIbILE, a IIKOJIBHUKH OJITHU U3 CaMBbIX
aKTUBHBIX ITOJIb30BaTene Pynera. Mexay TeM, TIOMUMO OrPOMHOIO KOJIMYECTBA BO3MOYKHOCTEM,
MHTEPHET HeceT U NMpobiieMbl. DTa NaMsATKa JOJDKHA IOMOYb TeOe 0€30MacHO HaXOAUThCS B CETH.

KomnbroTepHbie BUPYCHI

KoMmnbrorepHslil BUPYC — 3TO pa3HOBUAHOCTH KOMIIBIOTEPHBIX IIPOrPAMM, OTIUYUTEIILHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTh K pa3MHOXKEHHIO. B 1onoHeHe K 3ToMy, BUPYCHI
MOTYT IMOBPEANUTDH WJIN ITOJHOCTBIO YHUYTOXKHUTH BCC q)aﬁnm " JaHHBIC, TIOAKOHTPOJILHBIC
I0JIb30BATENI0, OT IMEHH KOTOPOTO ObLIa 3allyllleHa 3apaskeHHas IporpaMma, a TakyKe MOBPEAUTh
WIN JaK€ YHUUYTOXHTD ONEPALIMOHHYIO CUCTEMY CO BCceMH (hailiiamu B 11eioM. B GonbinHCTBE
CJIy4aeB paclpOCTPAHSIOTCA BUPYChI Uepe3 HHTEPHET.

Metoabl 3a1IUTHI OT BPEAOHOCHBIX IPOrpamMMm:

1. Mcnionp3yi COBpEMEHHBIE OIIEPALlMOHHBIE CHUCTEMBI, UMEIOIUE CEPbE3HBIN YPOBEHD 3AIIUTHI OT
BPEIOHOCHBIX ITPOTPAMM;

2. [locTosiHHO ycTaHaBIMBaK MayTH (IIUQPOBBIE 3aIIATKH, KOTOPHIE aBTOMAaTHYECKU
YCTaHaBJIMBAIOTCS C LEJIbIO JJOPAOOTKH IPOrpaMMbl) U Ipyrue OOHOBJICHUS CBOEH ONEepallnOHHOM
cucreMbl. CkaunBail MX TOJBKO ¢ ouIuanbHOro caiira pazpadorunka OC. Ecnu cyiiecTByeT pexxum
aBTOMaTHYECKOI'0 OOHOBJICHMSI, BKIIIOUH €r0;

3. Pabotaii Ha cCBOEM KOMIIbIOTEpE IO/ IIPaBaMU I10JIb30BATEN, a HE aAMUHHUCTPATOpa. DTO HE
MIO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MIPOIPAaMM MHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIILHOM
KOMIIBIOTEPE;

4. Vcnionib3yi aHTUBUPYCHBIE IPOIPAMMHBIE IIPOYKTHI U3BECTHBIX IIPOU3BOAUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanndp pU3HUYECKUI JOCTYI K KOMITBIOTEPY ISl IOCTOPOHHUX JIHII,

6. Mcnionp3yil BHELIHME HOCUTENU UH(OpMAIINY, TaKKe KakK (pelka, TMCK Win ¢aii U3 UHTepHeTa,
TOJIKO U3 IPOBEPEHHBIX UCTOUHUKOB;

7. He oTKpbIBail KOMIbIOTEPHBIE (DaliiIbl, MOyYECHHBIE U3 HEHA/IeKHBIX UCTOUHUKOB. [laxke Te
(aiinbl, KOTOpbIE MpUciIal TBOW 3HAKOMBIH. Jlyulie yTo4HH y HEro, OTIPaBIsl U OH TeOe uX.

Ceru WI-FI

Wi-Fi — 370 He B mepeauu JaHHbBIX, HE TEXHOIOT WS, a BCETo JIUIIb OpeH, Mapka. Eme B 1991
roJly HUiepiaaHcKas kommnaHus 3apeructpuponaia opens « WECAy, uro 0603Ha4ano
cioBocouetanue «Wireless Fidelity», koTopblii mepeBoauTCs Kak «OeCIpoBOIHAS TOUHOCTHY.

Jlo Haiiero BpeMeHH Jo11Ia apyras abopeBuarypa, KoTopas siBIsieTcs TaKOH K€ TeXHOJIOrHeH. I1o
ab0peBuatypa «Wi-Fi». Takoe Ha3BaHHe ObLIO JaHO C HAMEKOM Ha CTaH/apT BbICIIEH 3BYKOBOM
texHuku Hi-Fi, yTo B mepeBoje 03HauaeT «BbICOKAsi TOUHOCTH.

Jla, 6ecruiaTHBIN MHTEPHET-JIOCTYT B Kage, OTEeNAX U a3poINopTax sIBJISIETCS OTINYHOM
BO3MOXKHOCTBIO BBIXO/Ia B UHTEpHET. HO MHOTHE 3KCIIEPThI CUUTAIOT, YTO 0o0IIeaoctTymnHbie Wi-Fi
CeTHU He ABISAIOTCS 0€30MacCHBIMU.

CoBeTbl 0 0€30MaCHOCTH PadoThHI B 001eT0CTYNHBIX ceTsix Wi-fi:

1. He nmepenasaii cBoro nuunyro uHbopmarmio yepe3 odmenocrynubie Wi-Fi cetu. Pabortas B HuX,
JKEJIaTeIbHO HE BBOJUTH NIAPOJIA JOCTYIIA, JIOTHHBI M KAKHE-TO HOMEDPA;

2. Ucnonb3yit 1 0OHOBIIAN aHTUBUPYCHBIE IPOrpaMMBbl U Opanamayep. Tem caMbIM Thl 00€30MacHIllb
ce0s OT 3aKa4yKH BUpYCa Ha TBOE YCTPOICTBO;

3. IIpu ucnonb3oBanuu Wi-Fi otkimtoun pynkuumto «O0muit noctyn K ¢ailaam U mpuHTEpam».
JlanHas QyHKIUS 3aKpbITa [0 YMOIYAHHIO, OJTHAKO HEKOTOPbIE MOJIb30BaTEIN aKTUBUPYIOT €€ JIJIs
y100CTBa UCIIOIB30BaHMS B paboTe mim ydyebe;

4. He ucnonb3yii myomuunsiit WI-FI u1s nepeaun JIMYHBIX JaHHBIX, HAIIpUMeEp A7 BBIXOJA B



COLIMATIbHBIC CETH WITU B 3JIEKTPOHHYIO TIOUTY;
5. Ucnonw3yit Tonbko 3amuinennoe coenuaenne uepe3 HTTPS, a ue HTTP, T.e. npu HaGope BeO-
aapeca BBoU UMeHHO «https://»;

6. B moOunsHOM Tenedone otkmoun pyukmnuio «llonkmouenne k Wi-Fi aBromatnyeckn». He
JOMyCKaid aBTOMaTHYECKOTO MOIKIIIOUEHHUs yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacusi.

CouuajbHbIe CeTH

CoInalIbHbIC CeTH aKTUBHO BXOJST B HAIIY KM3Hb, MHOTHE JIFOJM PaO0OTAIOT U JKUBYT TaM
MOCTOsIHHO, a B Facebook yxe 3aperucTpupoBan MUJUTHAP/T YEIIOBEK, UTO SBJISICTCS OJHON CeIbMOM
BCEX JKUTEJICH IIaHeThl. MHOTHE T10JIb30BaTe)IM HE TIOHUMAIOT, YTO HH(OPMAIIK, pa3MeICHHAs MU
B COIMAIILHBIX CETSIX, MOXKET ObITh HalJIeHa U UCTIOJIb30BaHA K€M yrOJTHO, B TOM YHCIIC HE
00s13aTeIBHO ¢ 0JIarMMU HAMEPECHUSIMHU.

OcHoBHbBIE cOBETHI 10 0€30IIACHOCTH B COUATBbHBIX CETAX:

1. Orpanndb CIMCOK Apy3ei. Y TeOs B APY3bsSIX HE JOJKHO OBITh CIIYYaiHBIX U HE3HAKOMBIX JTFOJICH;
2. 3amMiail cBOr0 YacTHYIO JKu3Hb. He yka3piBail mapoiu, TenedoHsbl, aapeca, 1aTy TBOETO
POXKICHUS U IPYTYIO JTUUHYIO HHPOPMAIHIO. 370YMBIIUIEHHUKA MOTYT UCIIOJIb30BATh JIaXKe
MH(OPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE IPOBECTH KAaHUKYJIBL;

3. 3amumiaii cBOIO permyTalo — JAEPKH €€ B YUCTOTe U 3a/1aBail cebe BOIPOC: XOTeN Obl Thl, YTOObI
JpyTHe N0JIb30BaTEIM BUJIEIH, YTO Thl 3arpyaeis? [logymaii, mpexae yeM 4To-To onyOJIuKOoBaTh,
HAMucaTh U 3arpy3UTh;

4. Ecnu Thl TOBOPHILB C JIFOJAbMU, KOTOPBIX HE 3HACIIb, HE UCII0JIb3YH CBOE PEaIbHOE UMSI U APYTYIO
JTUYHYI0 HHGOPMAIUU: UMSI, MECTO JKUTEIIbCTBA, MECTO yueObl U Mpoyee;

5. U36eraii pazmerienus pororpaduii B IHTEpHETE, T1IE THI N300paXKCH HA MECTHOCTH, 110 KOTOPOU
MO3KHO OIPEIeIUTh TBOE MECTONOJIOKEHUE;

6. Ilpu peructpanuu B COMAIBHON CeTH HEOOXOAMMO HCIIOIB30BATh CIOKHBIE TAPOITH, COCTOSIIINE
13 OyKkB ¥ IU(P U C KOTUIECTBOM 3HAKOB HE MeHee 8;

7. Jlnid coManbHOM CETH, MOYTHI U IPYTUX CAalTOB HEOOXOIMMO HCII0JIb30BaTh Pa3HbIE APOIIH.
Tornaa ecnu Te0s B37IOMAIOT, TO 3JI0YMBIIIJICHHUKY MOJIYYaT JOCTYH TOJIBKO K OJJHOMY MECTY, a HE BO
BCE Cpasy.

DJIeKTPOHHbBIE JeHbI' U

DJEeKTPOHHBIE AEHBI'M — 3TO O4Y€Hb YAOOHBIH crtocod riarexel, OJHAKO CYIECTBYIOT MOLIEHHUKH,
KOTOpBIE€ XOTAT MOJYYUTh 3TU JCHBTU.

ONEKTPOHHBIE JEHBIY NOSIBUINCH COBCEM HEJJABHO U IMEHHO M3-3a 3TOT0 BO MHOTHX I'OCYAAapCTBax
710 CUX IIOp HE MPOMHUCAHO PO HUX B 3aKOHAX.

B Poccun jxe oHu QYHKIIMOHUPYIOT U O HUX YK€ MPOIUCAHO B 3aKOHE, TJIE X pa3ZessioT Ha
HECKOJIBKO BHJIOB — aHOHUMHBIE U HE aHOHUMHbIE. Pa3Huna B TOM, 4TO aHOHUMHBIE — 3TO T€, B
KOTOPBIX pa3peliaeTcs IpOBOAUTH ONepaluu 6e3 HAeHTU(UKALIUH 110JIb30BaTENs, 8 B HEAHOHUMHBIX
UIEeHTU(DUKAIUS TTOJIH30BATEIS SIBISETCS 00s3aTEIBHOM.

Taxoke cnenyer pa3nuyarh JEKTPOHHbBIE (PUAaTHBIE IEHbIU (paBHBI TOCYAAPCTBEHHBIM BaIIOTaM) U
AJIEKTPOHHBIE HE(UATHBIE IEHBI'M (HE PaBHBI TOCYJAPCTBEHHBIM BaJIIOTaM).

OcHoBHbIE cOBeTHI 10 0e30NacHOii padoTe ¢ JIEeKTPOHHBIMH JeHbIAMM:

1. ITpuBsiku K cueTy MOOUIBHBIN Tene(oH. ITO camMblil YIOOHBIN U OBICTPHI CITOCOO BOCCTAHOBHUTH
nocTyI K cuety. [IpuBsizaHHbIN TenePOH MOMOXKET, €U 3a0yIelb CBOM TIJIATSKHBIN MapOoJIb UITH
3aiJelIb Ha CaliT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnionb3yit ogHOpa3oBbie napoiu. [locne nepexo/ia Ha yCUIIEHHYIO aBTOPU3AINIO Te0e yKe He
OyZeT yrpokaTh OMaCHOCTb Kpa)KH WJIM IiepexBaTa IJIaTeKHOTO MapoJis;

3. Beibepu cnosxHsbIil mapoins. [IpectynHukam Oynet He MPOCTO yraiaTh CIOXKHBIA MapOIib.
HaznexxHble mapoiau — 3T0 mapoiiu, KOTOpbIe COJepKaT HE MEeHee 8 3HaKOB U BKIIIOUYAIOT B ce0s
CTPOYHBIE U MPOIMUCHBIE OYKBBI, TU(GPHI U HECKOJIBLKO CUMBOJIOB, TaKHe KaK 3HAK JoJuiapa, pyHTa,
BOCKJIMIIATENBHBIN 3HaK u T.11. Hampuwmep, $tROng!;;

4. He BBOAM CBOU JTUYHBIEC JJAHHBIE HA CAWTaX, KOTOPHIM HE JI0BEPSECIIb.



DJIEKTPOHHAsI T0YTA

DNEKTPOHHAs II0YTa — JTO TEXHOJIOTHUS U NIPEAOCTABIIEMBIC €10 YCIIYTH 10 IIEPECHIIKE U
MOJTYYECHHUIO JIEKTPOHHBIX COOOIIECHHI, KOTOPbIE PACIIPEAEIISIOTCS B KOMIIBIOTEPHON ceTh. OOBIYHO
JIEKTPOHHBIN MOYTOBBIH SIIUK BBINIAIUT CIETYIOLIMM 00pa3oM: UMs_IOJIb30BaTEII(@UMS_JOMEHA.
Taxoke Kpome nepegadn IpoCcTOro TeKCTa, UMEETCs BO3SMOXKHOCTD IepeaBaTh (aiibl.

OcHoOBHBIE COBeTHI 110 0€30MacHOii padoTe ¢ 3JIeKTPOHHOI MOYTOIi:

1. Hazo BBIOpaTh mpaBUIILHBIN OYTOBBIN cepBHC. B HHTEpHETE €CTh OTPOMHBIN BBIOOP OECIIIaTHBIX
MOYTOBBIX CEPBUCOB, OJJHAKO JIYUIIIE JOBEPSATH TEM, KOI'O 3HACIIb U KTO MEPBbII B PEUTHHTE;

2. He yka3bIBaii B TMYHOM MOYTE JUYHYIO HH(MOopMaruio. Harpumep, sydiiie BEIOpaTh
«My3BIKaTbHBIN _(hanaT@» mu «pok2013» BMecTo «remal3»;

3. Ucnonp3yi ABYXATAIIHYIO aBTOPU3ALIMIO. JTO KOT1a TOMUMO MapoJisi Hy’)KHO BBOAUTH KO/,
npucbUIaeMblil 1o SMS;

4. BeiOepu CIIOXKHBIN Maposib. J{Js Kak10T0 TOYTOBOTO SITUKA TOJDKEH OBITh CBOM HAJIC)KHBIH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecTh BO3MOKHOCTh HaNMCaTh CAMOMY CBOM JIMYHBINA BOIIPOC, UCIIOJIb3YH 3TY BO3MOXKHOCTb;
6. Mcnonp3yil HECKOJIBKO TIOYTOBBIX SIIMKOB. [IepBbIil 17151 4acTHOW MEPENUCKU € aJpecaTamH,
KOTOPBIM ThI I0BEpsCLIb. ITO 3JIEKTPOHHBIHN aipec HE HAJ0 UCIIOIb30BATh [IPU PETUCTPALIMU Ha
dbopymax u caiirax;

7. He oTkpbiBaii (aiinel v Apyrue BIOKEHUS B MUCbMaX, 1a)Ke €CJIU OHU MPUIIUTA OT TBOUX JIPY3eH.
Jly4iie yTo4HM y HUX, OTIIPABIISLTN JIM OHH TEOE ITU (ailibl;

8. Ilocne okoHyaHus paboOThl HA TOYTOBOM CepBUCE TIEpe]] 3aKPhITHEM BKIIAJIKU C CAlTOM He 3a0yab
Ha)KaTh Ha «BBIATHY.

Ku0epOy/uIMHT WM BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOymnuHr — npecnenoBanue COOOMICHUIMH, COIEPKAIIMMHU OCKOPOJICHH S, arPECCHUIO,
3aIlyTUBaHKE; XYJIUTAHCTBO; COLIMAIbHOE OOMKOTUPOBAHKE C TOMOIIBIO PA3JINYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHbIE coBeThI 10 0opble ¢ KHOepOyJIMHIOM:

1. He Gpocaiics B 00if. JIyumuii cioco0: mocoBeToBaThes Kak ceOst BECTH U, €CIIM HET TOT0, K KOMY
MOKHO OOPaTUTHCSI, TO BHAYAJIE yCIIOKOUTHCS. ECIu Tl HAYHENTh OTBEYaTh OCKOPOJICHUSIMU HA
OCKOpOJIEHUS, TO TOJIBKO el11e 00JIbIle Pa30XkKelb KOH(IUKT;

2. Ypasinsii cBoeil kubeppenyTanmei;

3. AHOHUMHOCTb B ceTd MHUMas. CyIeCTBYIOT CIIOCOOBI BBIAICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XyJIMTaHCKUN 00pa3 BUPTyallbHOU XU3HU. IHTepHET UKCUpYET Bce TBOU
NENCTBUS U COXpaHseT UX. Y JaNUTh uX OyJaeT KpailHe 3aTpyJHUTENbHO;

5. CoGunrosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHn4HbIN HeratuB. OJIHOpa30Bble OCKOPOUTENIbHbBIE COOOIIEHMS JTyYllle
UrHopupoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha HayalbHOW CTaIuH;

7. ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COITUATILHBIX CETAX €CTh
BO3MOKHOCTb OJIOKHPOBKH OTIIPABKH COOOIIEHHH C ONPEIeICHHBIX aIPECOB;

8. Ecnu TbI cBUAETENs KNOEPOYyUIMHTa. TBOM NEUCTBUA: BHICTYIIUThH POTHUB MpPECIIeI0BaTENs,
II0KAa3aTh €My, 4TO €T0 JEHUCTBUS OLICHUBAIOTCS HETaTUBHO, MTOJIEPIKATh )KEPTBY, KOTOPOU HY)KHA
MICUXOJIOTHYECcKast IOMOIIb, COOOLTUTH B3POCIBIM O (PAKTe arpecCUBHOTO MOBEJICHUS B CETH.

MoOuabHbIi TesieoH

CoBpemenHble cMapTHOHBI U MIIAHIIETHI COAepkKaT B ce0e BIOJHE B3pOCIbIN (DYHKIIMOHAT, U TENEPh
OHM MOTYT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMITbtoTepamMu. O1HAKO, CPEACTB 3aLUTHI JIs1
MOI00HBIX YCTPOMCTB MOKa OUY€Hb MaJlo. TeCTUpOBaHUE U NMOUCK YSI3BUMOCTEH B HUX MPOUCXOJIUT HE
TaKk UHTEHCUBHO, Kak 171 [IK, To sxe camoe kacaeTcss U MOOMIIBHBIX MIPHIIOKEHUN.

CoBpeMeHHbIe MOOMITbHBIE Opay3ephl YKe MPAKTUUECKH JTOTHAJIM HACTOJIbHBIE aHAIIOTH, OJTHAKO
pacmpenue GpyHKIHOHANIA BJIeUeT 3a CO00 OOMNBIINYIO CI0XKHOCTh U MEHBIIIYIO 3al[UIIIEHHOCTD.
Jlanelco HC BCC NIPOU3BOAUTECIIN BBIITYCKAIOT O6HOBJ’I€HI/I$I, 3aKPBIBAOIINEC KPUTHUYCCKUE YA3BUMOCTH
JUTSI CBOMX YCTPOMCTB.



OcHOBHBIE COBeTHI Jis1 0€30MaCHOCTH MOOMJIBLHOTO TesiedoHa:

Huuero He siBnsieTcs mo-HacTosemMy oecriaTHbIM. byb ocToposkeH, Besib Koraa Tede mpeagaraior
OecraTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHE-TO TUIATHBIC YCITYTH;

Hymaii, npexzae uem oTnpaBuTh SMS, porto wim Buzneo. Tel TOUHO 3HACIIB, T/IC OHU OYIYT B
KOHEYHOM uTore?

Heo0xo1muMo 0OHOBIISATE ONEPallMOHHYIO CUCTEMY TBOEro cMapTdoHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JJI1 MOOMITEHBIX Telle()OHOB;

He 3arpy:xaii mpuiio’keHus: OT HEU3BECTHOT'O MCTOYHHKA, BeJlb OHU MOTYT COJIEpPKAaTh BPEAOHOCHOE
porpaMMHoOe oOecrieueHue;

[Tocne Toro Kak ThI BBIMICIH C CaiiTa, I7ie BBOAWI JUUHYIO HH(GOPMAIIUIO, 32l B HACTPONKHU
Opay3epa u ynamu cookies;

[lepuoanuecku npoBepsii, KaKKe IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOif HOMEp MOOMIIBHOTO Tene(OoHa TOIBKO JIOASIM, KOTOPBIX ThI 3HACUIb U KOMY JI0BEpSCIIb;
Bluetooth nomkeHn ObITh BBIKIIIOUEH, KOTJa THI UM He ToJib3yelbesa. He 3a0biBaii nHOTJa MPOBEPATH
3TO.

Online urpwol

CoBpeMeHHbIE OHJIAWH-UTPBl — 3TO KPacOUYHbIE, 3aXBaThIBAIOLIUE PA3BICUCHUS, OO BEIUHSIONINE
COTHH ThICAY YEJIOBEK 10 BceMy MUpy. Irpoku uccneayoT JaHHBIH UM MHUpP, OOIIAIOTCS IPYT €
JPYTOM, BBITIOJHSIOT 3a/IaHUsI, CPAKAIOTCA C MOHCTPaMH U TOJIY4arOT OIBIT. 3a yI0BOJILCTBUE OHU
IUIATST: MOKYIAIOT JUCK, OTNIAYMBAIOT A00OHEMEHT WM MPHUOOPETaI0T KaKHe-TO OIILIUU.

Bce atu cpeacTBa uayT Ha nmojiepKaHUE M pa3BUTHE UTPHI, @ TAKKE HA caMy 0€30MaCHOCTb:
COBEPIICHCTBYIOTCS CUCTEMbI aBTOPU3ALINHY, BBITYCKAIOTCA HOBBIC NAaT4X (LI POBLIE 3aIIaTKU IS
Mporpamm), 3aKpbIBalOTCS ySI3BUMOCTU CEPBEPOB.

B 1mogo6HbBIX UTpax CTOUT OMacaThCsl HE CTOJIBKO CBOMX COIEPHHUKOB, CKOJIBKO KPasKU TBOETO
1apoJisi, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPU3AIIMU OOJBIITUHCTBA UTD.

OcHOBHBIE COBETHI 110 0€30MACHOCTH TBOEr0 HTPOBOI0 AKKAYHTA:

1. Ecnu apyroit urpok Benet ce0s MI0X0 WK co3aeT Tebe HeMPUATHOCTH, 3a0JIOKUPYHl ero B
CITUCKE UTPOKOB;

2. Tloxanyiicst aIMUHHCTPATOPaM UI'Phl HA IJI0XOE OBEACHUE 3TOI0 UTPOKA, JKEJIATEIbHO
MPUJIOKUTH KaKHE-TO JI0KA3aTeJIbCTBA B BUJE CKPUHOB;

3. He ykasspiBaii muunHyro nHGopManuio B mpodaiiie Uurpsel;

4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii HeoduinanbHbIE TATYU U MOBL;

6. Mcnonp3yii ClO’KHbBIE U pa3Hble apoJiy;

7. Jlaxxe BO BpeMsl UTPbI HE CTOUT OTKJIOYaTh aHTUBUPYC. [I0Ka ThI Urpaelb, TBOM KOMIIBIOTED
MOTYT 3apa3uTh.

@UIIMHT WIH KPaKa JHYHBIX JTaHHBIX

OObIuHOM Kpakel JIeHeT M JOKYMEHTOB CETOTHS YK€ HUKOTO HE YAWBHIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJOTHH 37I0yMBIIIJIEHHUKN IEPEMECTUIINCH B MHTEPHET, U MIPOAOIDKAIOT 3aHUMAThCS
«JTFOOMMBIM) JICJIOM.

Tak nosiBuIIach HOBasi yrpo3a: HHTEpHET-MOILICHHUYECTBA WM (DUILUHT, T1aBHAs 1eJIb KOTOPOTo
COCTOUT B MOJIyYE€HUH KOH(PHUICHIINATBHBIX JaHHBIX T0JIb30BaTENIei — JIOTHHOB U maposeid. Ha
aHrMicKkoM s3bike phishing untaercs kak ¢ummHr (ot fishing — peiOHas o, password —
MapoJib).

OcHoBHBIE COBETHI 110 00pbOe ¢ PUITHHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Tl oJj03peBaeliib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
He00X0IMMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKOpee;

2. Vcnonb3yii 6e30macHbie BEO-CaThI, B TOM YHCIIe, HHTEPHET-Mara3nHoOB U TTOMCKOBBIX CHCTEM;

3. Ucnonb3yit cnoxHbIe U pa3Hble napoiu. Takum oOpa3om, ecinu TeOs B3IOMAIOT, TO
3JI0YMBIIUIEHHUKH MOJyYaT JOCTYM TOJIBKO K OJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM,;

4. Ecnu Te0s1 B3110Mali, TO HE0OXO0AUMO MPEyNpeIuTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE J0OABICHBI
y T€0s B APY3bAX, O TOM, UTO T€0S B3JIOMAJU ¥, BO3MOHO, OT TBOETO UMEHHU OYAET pacchliaTbes



CIIaM U CCHUTKH Ha (DUIITMHTOBBIC CANTHI;

5. YcranoBu HanexHbI maposb (PIN) Ha MoOunbHEIN TenedoH;

6. OTKIIIOYM cOXpaHeHHe mapoiis B Opaysepe;

7. He oTkphiBait (haiiibl U Ipyrue BIOKEHUS B TUChMaX, JIa)Ke €CJIM OHU MPHUIILIA OT TBOMX JPY3CH.
Jlydie yToYHM y HUX, OTIPABIISUIN JI OHU T€O€ 3T (paiiibl.

Hudposas penyrauus

[Mudposas penyranus — 3TO HEraTUBHAS WU MO3UTHBHAs HH(GOpMALKA B CETU O TeOe.
Komnpomerupyromas napopmarus, pa3MerieHHas B ”HTEpHETe, MOXKET CEphe3HBIM 00pa3oM
OTPa3UThCs HA TBOCH peanbHOM xu3HU. «L{udpoBas pemyraius» — 3TO TBOW UMUK, KOTOPBIH
bopmupyercs u3 nuaGopMalyu o Tede B UHTEPHETE.

TBoe mecTo XKUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH XapakTepa U
pacckasbl 0 OIM3KUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noJpoCTKH JETKOMBICIIEHHO OTHOCATCS K IMyOIMKauu JuuHoi nHdopmanuu B UHTepHeTe,
HE MOHUMAasi BO3MOXHBIX MOCTEICTBUMA. ThI 1axe HE CMOXKEIIb J0ralaThCsl 0 TOM, YTO oTorpadus,
pasMelleHHas S JeT Ha3aj, cTaja MPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTtapuu, pazmemienue TBoux Gororpaduii 1 qpyrue 1eicTBUS MOTYT HE UCUE3HYTh JaKe
[I0CJI€ TOTO, KAaK Thl UX yJalullb. Thl HEe 3Haelllb, KTO COXPaHMWJI 3Ty HH(OPMALHIO, [T0I1aja JU OHa B
MIOMCKOBBIC CHCTEMBI M COXPAHMUJIACh JIM OHA, & TJIABHOE: YTO MOAYMAIOT O TeOe OKpPYKaIOIIHE JIIO]IH,
KOTOpbIE HAAYT U YBUIAT 3T0. Haiit nHdopMaIio MHOTO JIeT CIIYCTsI CMOKET JI000H — Kak U3
TOOPBIX MOOYKICHHIA, TAK U C HAMEPEHUEM ITPHUYUHHUTD BPEJ. DTO MOXKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI 10 321U Te HN(POBOI penyTalum:

1. [lonymaii, npexJie 4eM 4To-To MyOIMKOBaTh U IepeiaBaTh y cedsl B 010re WK B COLUAIbHON
CeTu;

2. B HacTpolikax npo¢uisi yCTAHOBU OTpaHMUYEHUS Ha IPOCMOTP TBOETO NPOQUIIS U €ro
COJIEPKUMOT0, CAETIal €ro TONBKO «Is ApYy3ei»;

3. He pa3memaii 1 He yKa3pIiBail HHPOPMAITUIO, KOTOPAst MOXKET KOT0-TH00 OCKOPOJISATEH WIN
00MXKaTh.

ABTOpCKO€e MPaBo

CoBpeMeHHbIE IIKOJIbHUKN — aKTUBHBIE [10JIb30BATEIHN LIU(PPOBOro npocrpancTsa. OgHaKoO JaneKko
HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTUMH BO3MOXKHOCTAMHU IIU(PPOBOro Mupa TpedyeT COOI0IeHUS
IIpaB Ha HHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMHH «MHTENIEKTYyalIbHAsi COOCTBEHHOCThY» OTHOCUTCS K Pa3IMUHBIM TBOPEHUSM UEIOBEYECKOTO
yMa, HaulHasi ¢ HOBBIX M300pETeHMI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MIPOYKTHI 1
YCIYTH, ¥ 3aKaH4YMBasi KHUTaMu, (poTorpadusmu, KHHOPUIBMAMU U MY3bIKaJIbHBIMU
MIPOU3BEIECHUSMHU.

ABTOpCKHE MpaBa — 3TO MpaBa Ha UHTEUIEKTyalbHYI0 COOCTBEHHOCTh Ha IPOM3BEICHUS HAyKH,
JUTEpaTyphl U UCKyCCTBA. ABTOPCKHE MpaBa BBICTYNAOT B KAUECTBE FapaHTUU TOTO, UTO
MHTEJUIEKTYaJIbHBII/TBOPUECKUH TPy aBTOpa HE OyAeT HalpacHbIM, JacT €My CIpaBe/IINBbIE
BO3MO>KHOCTH 3apa0oTaTh Ha pe3ysbTaTax CBOEro TPyZAa, MOJIYUYUTh U3BECTHOCTb U IPU3HAHUE.
Huxro 6e3 pa3pelieHus aBTopa He MOKET BOCIIPOU3BOIUTH €T0 MIPOU3BEACHUE, PACTIPOCTPAHSATD,
yOJIMYHO IEMOHCTPUPOBATH, IPOAABATh, UMIIOPTUPOBATH, IIYCKATh B POKAT, yOJIMYHO UCIIOJIHATS,
MOKa3bIBaTh/UCIIONHATH B 3(upe Win pa3meniats B IHTepHeTe.

Hcnonb30BaHue «IUPaTCKOro» MporpaMMHOT0 00ecTieyeHIsI MOXKET MPUBECTH K MHOTUM PUCKaM: OT
MOTEPU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKHU TBOETO YCTPOUCTBA, I'/I€ YCTAaHOBJIEHA
HeJseranbHas nporpamMma. He cTout taxke 3a0bIBaTh, YTO CYIIECTBYIOT JIerajibHbIE U OecTIaTHbIE
IIPOrpaMMBbl, KOTOPbIE MOKHO HalTH B CETH.



